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Technology and Communications Commission
June 2, 2026, 7:00 p.m.
Council Chamber, Town Hall
Agenda

e Call to Order
e Establish Quorum
e Pledge of Allegiance
e Approval of Minutes
e May5, 2026, Meeting Minutes
e Old Business
e Public Outreach — Discussion

e New Business
e Network Administrator Interview Process — Update
e Al Working Group - Update

e Commissioner Comments

e Council Member Comments

e Information Technology Director Comments

e Adjourn

If you require any type of reasonable accommodation as a result of a physical, sensory or mental
disability, to attend and/or participate in this meeting, please contact Scott Varner, Director of Information

Technology, 703-771-2708. Three days’ advance notice is requested.




Technology & Communications Commission
DRAFT MINUTES
May 5, 2026

Commission Members Present: John Binkley (Chair)
Richard Jackson, (Vice Chair)
Aaron Nadler
Michael Caldwell
Amanda Smith
Matthew Spurgeon

Commission Member Absent: Chris Grandjean
Council Liaison Present: Neil Steinberg

Staff Present: Scott Varner
John Callahan

1. Callto Order7:01 PM

2. Establish Quorum
Quorum present.
3. Pledge of Allegiance

4. Approval of April 7, 2026, Minutes
Motion to approve Minutes Jackson, 2" Nadler Motion Passes 6-0.

5. Old Business

Public Outreach
Ms. Smith provided an update on the commission’s outreach planning efforts following a slower
first half of the year. She noted that scheduling outreach activities in May and June may be difficult
due to conflicts with school events, sports, recitals, and vacations, and suggested July as a more
practical timeframe for future programs. Mr. Binkley expressed interest in holding an event sooner,
if possible, particularly through partnerships with organizations such as the Senior Center.
Ms. Smith discussed her continued research into cybersecurity outreach for children and families.
While she originally supported separate cybersecurity instruction for children, she explained that
liability and parental oversight concerns led her to reconsider that approach. Instead, she suggested
that future outreach efforts may be more appropriate as joint sessions involving both parents and
children. Mr. Binkley recommended reaching out to Loudoun County Public Schools staff for
additional guidance and collaboration opportunities, which Ms. Smith agreed to pursue.
Ms. Smith described a recent incident at her company involving a highly sophisticated fake Zoom
call impersonating the company’s Chief Financial Officer. The scam became suspicious only after
requests were made to transfer money into multiple accounts. Commissioners discussed how Al-
generated scams are becoming increasingly convincing and difficult to detect.
Mr. Varner expanded on the cybersecurity concerns by noting that publicly available recordings of
council meetings and other government content provide large amounts of material that could
potentially be used to train Al impersonation systems. He emphasized the importance of employee
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awareness training and maintaining constant vigilance when reviewing electronic communications.
Mr. Varner also described a recent phishing-related incident involving the Police Department, where
a fraudulent email referencing a local crime investigation contained several warning signs that were
ultimately identified by security staff before any damage occurred.

Ms. Smith, Mr. Varner and Mr. Binkley discussed how future outreach events could focus more
directly on Al-driven scams, phishing attempts, and recognizing fraudulent content. Ms. Smith
suggested incorporating interactive exercises, such as “spot the fake” activities, to help participants
identify warning signs in emails, videos, and other communications. Commissioners agreed that the
goal should be to encourage healthy skepticism and awareness without creating unnecessary fear
among participants. Ms. Smith stated that she would prepare and circulate an outline of potential
outreach topics and materials for feedback.

Mr. Binkley suggested that the commission consider holding outreach events at additional
community venues. He noted that the Thomas Balch Library had expressed interest in hosting an
event and mentioned that the library commission chair had specifically requested a partnership
opportunity. Mr. Callahan noted that the library has a conference room equipped with a large
monitor suitable for presentations, while Mr. Jackson recommended also considering Rust Library as
another possible location. Ms. Smith agreed to contact Ida Lee Recreation Center, the Senior Center,
and the libraries to review scheduling availability and venue options before circulating potential
dates to the commission.

Ms. Smith indicated that she would attempt to obtain a recording of the fake Zoom scam incident to
potentially use as part of future training presentations. Mr. Binkley noted that the commission’s
existing fraud prevention class materials are already largely prepared and could be delivered on
relatively short notice. He requested that commissioners continue providing examples of scams and
phishing attempts that could be incorporated into the presentation materials.

Mr. Binkley and Ms. Smith discussed the possibility of partnering with Loudoun County Public
Schools for additional outreach opportunities, particularly toward the end of the school year when
student schedules may become more flexible. Commissioners discussed the potential value of
offering volunteer hours to encourage student participation and engagement.

Ms. Smith and Mr. Binkley discussed the possibility of collaborating with the Police Department on
future outreach programs focused on scams, phishing, and fraud prevention. Commissioners agreed
that a joint event with law enforcement could provide additional credibility and practical value for
residents given the increasing number of scam-related incidents reported to police agencies. Mr.
Binkley volunteered to reach out to the Police Department regarding possible participation.

Mr. Binkley proposed converting the commission’s fraud prevention presentation slides into a
pampbhlet or take-home reference guide that could also potentially be published on the Town
website if it meets communication standards. Commissioners agreed that providing supplemental
educational materials could help reinforce the information presented during outreach sessions and
provide residents with ongoing reference resources.

6. New Business
Status of IT Operations - Update

Mr. Varner discussed the Town’s ongoing exploration of artificial intelligence tools and
platforms, including a product called Gamma, which he believes has strong potential to improve
the quality and consistency of presentations while reducing the amount of manual design work
required by staff. He explained that the Town is still in the evaluation phase, carefully testing Al
tools for functionality, security, and potential vulnerabilities before broader adoption. Mr.
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Varner noted that the Town’s Al Working Group has established a formal intake and review
process for Al-related use cases, allowing departments and IT staff to submit proposals for
evaluation, presentations, and voting. He emphasized that the group is focused on balancing
innovation and efficiency gains with the security and governance requirements necessary in
local government environments.

Mr. Varner explained that Al discussions also include concerns regarding cybersecurity and
malicious use cases. He noted that while Al can provide major operational benefits and
efficiencies, it will also become an increasingly powerful tool for cybercriminals by rapidly
scanning for vulnerabilities and automating attacks. He stated that the Town’s response is
centered on strengthening infrastructure maturity, maintaining accurate asset management,
and improving operational visibility across hardware, software, and network systems. Mr.
Varner emphasized that the Town has spent the last year and a half significantly improving its
cybersecurity posture and operational processes.

Mr. Varner provided an operational update regarding the implementation of ManageEngine
ServiceDesk Plus and Endpoint Central. He explained that the Town recently completed its
seventh day of implementation and training sessions and is already seeing improved visibility
into IT assets and workflows. He described how the new system will automate onboarding tasks
that were previously handled manually, including account creation, software provisioning, and
workflow routing. He noted that many onboarding processes had previously relied heavily on
Laserfiche and manual procedures, which often led to inefficiencies and errors. The new
workflows will automate tasks such as Active Directory account creation and organizational unit
assignments, reducing manual entry mistakes while improving consistency and efficiency for the
IT staff.

Mr. Varner discussed how the new systems are also helping address staffing limitations within
the IT department. He explained that the Town currently operates with only three service desk
technicians supporting all Town operations, including 24/7 departments. He stated that
automation and integrated management tools are necessary to support a lean staffing model
while improving efficiency and service delivery. Mr. Varner also noted that the IT department is
working with Human Resources to potentially establish a dedicated HR help desk environment
to better manage employee requests and onboarding activities through structured workflows
rather than email and spreadsheets.

Mr. Varner continued by outlining future technology initiatives, including implementing
privileged access management and Active Directory management modules to further automate
account administration and strengthen security controls. He stated that the Town’s
cybersecurity program has significantly matured since he joined the organization, though he
emphasized that cybersecurity remains an ongoing process requiring continual improvement.
He also highlighted how the new tools allow technicians to remotely support users directly
through ticketing systems without leaving the service desk environment, improving response
times and operational efficiency.

Mr. Varner discussed staffing and succession planning efforts related to the upcoming
retirement of the Town’s current Network Administrator. He explained that the Town Manager
approved a significant overlap period to allow for knowledge transfer before the employee
retires in October. Mr. Varner described the hiring process, which includes panel interviews and
practical hands-on testing where candidates must troubleshoot networking equipment in real
time. He emphasized the importance of operational experience and stated that networking
remains one of the most critical IT functions because all other systems depend on it operating

properly.
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Mr. Varner further explained that he believes the Town ultimately needs a junior network
administrator position to provide redundancy and backup support for the current network
administration role. He noted that the Network Administrator position carries substantial
operational responsibility, including 24/7 support obligations, and described the risk of relying
too heavily on a single individual. Mr. Varner stated that while additional staffing requests
would likely occur in future budget cycles, he believes the junior network position is becoming
increasingly critical due to the Town’s growing operational technology and infrastructure
demands.

Mr. Binkley and Mr. Varner discussed the importance of conducting regular penetration testing.
Mr. Binkley asked about the status of planned penetration testing efforts, and Mr. Varner stated
that he intends to secure funding for the initiative and believes it should ultimately become a
recurring annual budget item. Mr. Varner explained that because of uncertainty surrounding
federal cybersecurity assistance programs, the Town needs to establish its own long-term
funding approach for regular testing. He also noted that Al may eventually influence how
penetration testing is conducted in the future.

Mr. Binkley, Mr. Caldwell and Mr. Varner discussed the frequency and purpose of penetration
testing. Mr. Caldwell questioned whether annual testing is always necessary if systems remain
stable and properly maintained, suggesting that testing intervals could potentially be adjusted
based on system changes and change management practices. Mr. Varner responded that the
Town is still building operational maturity and therefore requires more frequent testing until
stronger long-term baselines and processes are established. He emphasized that annual testing
is valuable not only for identifying vulnerabilities but also for validating patching, change
management, and operational discipline.

Mr. Varner explained that the Town has implemented formal change management workflows to
improve operational maturity and accountability. He stated that all infrastructure changes,
software updates, patches, and hardware modifications are now being tracked through
structured workflows and review processes. He emphasized that these governance controls
were previously lacking and are now becoming a foundational part of the Town’s IT operations.
Mr. Binkley added that penetration testing also serves as a valuable mechanism for identifying
shadow IT and undocumented systems that may otherwise go unnoticed by management. He
suggested that over time the Town could potentially alternate between different forms of
annual testing, such as external penetration tests, tabletop exercises, continuity-of-operations
drills, and internal assessments, while still maintaining a consistent annual security testing
program.

Mr. Varner and Mr. Binkley discussed the importance of avoiding complacency after security
testing is completed. Mr. Varner explained that organizations sometimes treat penetration
testing as a one-time exercise and subsequently neglect patching, updates, and security
maintenance, which can quickly create vulnerabilities again. He stressed that strong standard
operating procedures and ongoing operational discipline are necessary to maintain long-term
cybersecurity readiness.

Mr. Binkley shared an example from a previous penetration testing engagement where internal
audit staff commissioned testing without notifying the organization’s Chief Information Security
Officer. He recalled that the organization’s leadership initially believed their systems were
secure based on prior testing results but reacted negatively when vulnerabilities were identified
during a later assessment. Commissioners used the example to reinforce the importance of
ongoing validation and continuous improvement rather than relying solely on past assessments.
Mr. Varner explained that phishing simulations and security testing should not be announced in
advance to staff, including senior leadership, because realistic testing conditions are necessary
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to properly evaluate readiness and identify weaknesses. He emphasized that leadership
personnel can sometimes represent the highest-value targets and therefore should not be
exempt from security exercises.

Mr. Caldwell and Mr. Varner discussed cybersecurity frameworks and accreditation practices.
Mr. Caldwell asked whether the Town’s IT systems are accredited against recognized standards,
and Mr. Varner explained that the Town follows frameworks such as NIST, ISO, and the
Cybersecurity Framework. He clarified that while there is not a formal accreditation body
validating compliance on an ongoing basis, penetration testing and operational reviews help
confirm adherence to established security controls and standards.

Ms. Smith expressed support for both annual penetration testing and the creation of a junior
network administrator position. She emphasized that third-party risks and single points of
failure remain major cybersecurity concerns and stated that she would support future efforts to
advocate for both initiatives during budget discussions. Mr. Varner agreed and reiterated that
the Town must continue building redundancy, operational maturity, and institutional knowledge
across the IT organization.

Mr. Binkley outlined how the commission traditionally supports IT-related budget initiatives,
including adopting resolutions of support, attending budget meetings, and communicating with
Town Council members regarding operational priorities. Ms. Smith added that commissioners
remain willing to assist further if additional support or advocacy becomes necessary.

7. Commissioner Comments:
Mr. Binkley opened commissioner comments by thanking Mr. Jackson and Mr. Varner for
attending the recent commission networking event. He stated that he enjoyed hearing
presentations from the various commissions and joked about going over his allotted speaking
time during his presentation due to difficulty seeing the timing lights in the room. Mr. Varner
humorously responded that he was now expecting a meeting with the Mayor and Town
Manager because of the overtime presentation.

Mr. Binkley and Mr. Varner discussed the value of the commission networking event and the
importance of increasing awareness of the Technology and Communications Commission among
other Town commissions and committees. Mr. Binkley described the commission as somewhat
of a “boutique consulting” resource for technology-related issues and encouraged other
commissions to reach out for assistance when appropriate. Mr. Varner noted that with the large
number of commissions and committees in Town government, some groups may
unintentionally overlook the Technology Commission, which made the networking event
especially valuable.

Mr. Binkley discussed follow-up opportunities stemming from conversations at the networking
event, particularly with the Thomas Balch Library Commission and the Economic Development
Commission. He noted that Thomas Balch Library staff expressed interest in both hosting future
presentations and discussing technology-related initiatives tied to their digitization efforts. Mr.
Binkley stated that he planned to reconnect with the library representatives and potentially
arrange a future meeting or lunch discussion to explore collaboration opportunities further.

Mr. Binkley encouraged commissioners to become more actively involved in commission
initiatives by contributing ideas aligned with their own professional backgrounds and technical
skillsets. He explained that his own expertise naturally leads him toward cybersecurity topics but
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emphasized that the commission benefits from having members with diverse experiences and
specialties. Mr. Binkley invited commissioners to propose new ideas, projects, and outreach
activities, offering to meet individually with members to brainstorm and discuss future
initiatives.

Mr. Jackson commented that the commission networking event appeared to be well attended
and complimented Mr. Binkley on his presentation despite the extended speaking time. He also
noted that the Town of Leesburg had highlighted the networking event on social media using a
photograph of Mr. Binkley during the presentation.

Mr. Jackson recognized Ms. Smith for recently being honored by the Channel Company as a
Woman in Technology within the technology channel industry. Ms. Smith explained that she had
been included on a recognition list and expressed appreciation for the acknowledgment from
the commission members. Commissioners congratulated her on the achievement.

Mr. Jackson and Mr. Binkley briefly discussed having lunch together following the networking
event and encouraged commissioners to take advantage of opportunities to meet informally
and discuss commission ideas and initiatives outside regular meetings.

Ms. Smith expressed appreciation for the recognition and stated that she was happy to be back
with the commission after a difficult start to the year personally. She also used the opportunity
to raise awareness for Lupus Awareness Day on May 10th, encouraging support for lupus and
rheumatoid arthritis advocacy efforts and asking commissioners to help raise awareness with
elected officials and community leaders.

Mr. Caldwell reflected on his experience attending the networking event, noting that it was his
first experience serving on a commission and that he found it informative and inspiring to learn
about the work being done by other Town commissions. He explained that he plans to attend
additional commission meetings in the future to better understand ongoing initiatives and
identify opportunities for collaboration across groups.

Mr. Caldwell also shared that he had already begun discussing potential collaborative ideas with
representatives from other commissions, including concepts involving the Airport Commission
and Parks and Recreation. He stated that several ideas are still in the early discussion phase but
could potentially lead to future partnerships or projects.

Mr. Caldwell plans to attend other commissions meetings. The discussion concluded with the
commissioners expressing support for continued collaboration and relationship-building among
the Town’s various commissions and committees.

8. Councilmember Comments:

Mr. Steinberg opened his comments by apologizing for missing the recent commission
networking event due to an unforeseen conflict. He stated that the event highlights both the
variety of commissions within the Town and the dedication of residents who volunteer their
time to support Town Council and local government initiatives. He thanked the commission
members for their participation and presentations at the event.
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Mr. Steinberg then discussed comments made during a recent Town Council meeting regarding
the Town’s use of artificial intelligence. He explained that a public commenter questioned why
the Town was not using Al more aggressively, suggesting that some organizations have
significantly increased productivity through Al adoption. Mr. Steinberg stated that the
comments demonstrated a lack of awareness regarding the extent to which the Technology and
Communications Commission and the IT Department are already carefully exploring and
implementing Al solutions within Town operations.

Mr. Steinberg explained that during the council meeting he responded by clarifying that the
Town is actively exploring Al technologies, but is doing so cautiously and deliberately due to the
operational, security, and governance considerations involved. He suggested that the
commission and IT Department may want to consider developing a public-facing statement or
educational communication explaining how the Town is evaluating and implementing Al
responsibly. He also noted that additional communication with Town Council members could be
beneficial, as not all members may fully understand the scope of the Town’s current Al efforts
and governance processes.

Mr. Varner responded by explaining that the Town Council will receive regular updates
regarding the progress of the Al Working Group as part of the group’s planned governance
structure. He stated that while the Town is still in the early stages of evaluating and
implementing Al use cases, the Town has already established governance and oversight
processes that place it ahead of many local governments. Mr. Varner explained that the Town is
carefully identifying appropriate Al applications, evaluating licensing costs, and determining
which employees may require more advanced Al tools such as higher-tier Microsoft Copilot
subscriptions.

Mr. Varner further emphasized that the Al Working Group is focused on balancing innovation
with responsible governance and budgeting. He noted that the Town is intentionally identifying
“power users” who would most benefit from advanced Al tools while continuing to evaluate
operational use cases and security considerations before broader deployment occurs.

Mr. Steinberg shifted the discussion toward cybersecurity outreach and emphasized the
importance of password security education for residents. He referenced recent industry
discussions suggesting that short passwords are increasingly vulnerable and noted that
convincing people to use strong passwords, password managers, and secure password practices
remains a major challenge. He suggested that password security and password management
education should be incorporated into the commission’s public outreach efforts.

Mr. Binkley discussed the evolution of password security practices and the challenges
associated with public adoption of secure authentication methods. He explained that many
users continue to reuse passwords or make only minor modifications across accounts despite
longstanding recommendations against those practices. Mr. Binkley stated that password
managers with automatically generated complex passwords are now considered the minimum
standard for good security hygiene, but that cybersecurity practices are already evolving further
toward multi-factor authentication and passkey technologies.

Mr. Varner and Mr. Binkley discussed the increasing importance of multi-factor authentication
(MFA) and passkey-based authentication systems. Mr. Varner explained that the Town now
requires MFA for all user accounts and has implemented stronger password and passphrase
requirements internally. He also described how the Town now uses systems that automatically
rotate passwords for service accounts, which historically represented a significant cybersecurity
vulnerability because those credentials often remained unchanged for extended periods.

Draft Draft Minutes May 20266



Mr. Varner further explained that service account management presents unique security
challenges because those accounts are typically used for internal system-to-system
communication and cannot easily utilize traditional MFA methods. He stated that the Town has
implemented automated controls to generate and rotate random passwords for those accounts
while ensuring systems continue functioning properly.

Mr. Binkley and Mr. Varner discussed the possibility of future public briefings or educational
sessions regarding Al and cybersecurity topics. Mr. Binkley stated that the commission could
comfortably provide general educational briefings about Al-related issues using the diverse
expertise available among commission members, while Mr. Varner noted that Town-specific
operational discussions regarding Al would likely be most appropriate through the Al Working
Group and IT Department. Both agreed that collaborative public education efforts could be
valuable moving forward.

Mr. Steinberg thanked the commission and IT staff for considering his suggestions regarding
both Al communication and cybersecurity outreach efforts.

9. IT Director Comments
Mr. Varner noted that it was Public Service Recognition Week and encouraged residents and
commissioners to thank civil servants for their dedication and service to the community. He
expressed appreciation for the work performed by public employees and acknowledged their
ongoing commitment to supporting Town operations and residents.

10. Adjourn 8:06 PM Motion Jackson, 2"¢Smith, Motion Passes 6-0
Next Meeting, June 2, 2026.

This document was drafted with support from ChatGPT. All content was reviewed and fact-checked by
Town staff.”
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