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Technology and Communications Commission
May 5, 2026, 7:00 p.m.
Council Chamber, Town Hall
Agenda

e Call to Order
e Establish Quorum
e Pledge of Allegiance
e Approval of Minutes
e April 7, 2026, Meeting Minutes
e Old Business

e Public Outreach — Discussion
e New Business
e Status on IT Operations - Update

e Commissioner Comments

e Council Member Comments

e Information Technology Director Comments

e Adjourn

If you require any type of reasonable accommodation as a result of a physical, sensory or mental
disability, to attend and/or participate in this meeting, please contact Scott Varner, Director of Information

Technology, 703-771-2708. Three days’ advance notice is requested.




Technology & Communications Commission
DRAFT MINUTES
April 7, 2026

Commission Members Present: John Binkley (Chair)
Richard Jackson, (Vice Chair)
Aaron Nadler
Chris Grandjean
Michael Caldwell

Commission Member Absent: Amanda Smith

Matthew Spurgeon
Council Liaison Present: Neil Steinberg
Staff Present: Owen Snyder

Scott Varner
John Callahan

1. Callto Order7:01 PM

2. Establish Quorum
Quorum present.
3. Pledge of Allegiance

4. Approval of March 3, 2026, Minutes
Motion to approve Minutes Jackson 2"¢ Nadler Motion Passes 5-0.

5. Old Business
Public Outreach

Mr. Binkley shared an update on developing a modular “scam defense” class. The curriculum
centers on phishing as the primary module, with additional sections on tech support scams, mobile
payment scams, romance scams (included due to FBI data), and other common fraud types like gift
card, wire transfer, package delivery, prize/grant, E-ZPass, and Amazon-related scams.

The content is being prioritized using the FBI’s 2025 cybercrime report, allowing the material to be
tailored by audience—such as focusing on the most relevant scams for seniors. He also plans to
include data on financial losses and victim impact to reinforce the seriousness while maintaining a
balanced tone that informs without discouraging participants.

The introduction will cover the Technology Commission, learning objectives, and the overall threat
landscape.

He is also exploring adding interactive elements where participants identify scam warning signs, and
is seeking input on whether these activities should be embedded within each module or combined
into a single session at the end.

Mr. Grandjean, Mr. Varner and Mr. Binkley discussed how best to structure the interactive portion
of the scam defense class, with a general consensus forming around embedding activities within
each module rather than saving them for the end. It was suggested that this approach would keep
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participants engaged and provide a natural rhythm between topics, which Mr. Binkley
acknowledged positively. The idea also sparked a light moment of humor, reinforcing a collaborative
tone.

Building on that, it was noted that a modular, interactive format would make it easier to adjust the
session in real time—allowing the presenter to skip ahead or shift focus if certain topics aren’t
resonating with the audience. The value of interactivity was emphasized, particularly exercises
where participants identify red flags in scams, as these tend to be the most memorable and
effective for learning.

Mr. Binkley agreed with the direction and indicated that he would proceed with integrating
interactive elements throughout each module. He also mentioned that he would share the course
outline with the group and asked for help in developing practical scam examples. While he already
has some material—especially for phishing—he is looking for additional examples, particularly for
other scam types, and encouraged both staff and commission members to contribute ideas to
strengthen the overall training.

Mr. Caldwell, Mr. Varner and Mr. Binkley discussed how to collaborate on materials while staying
compliant with FOIA requirements. It was clarified that commission members cannot use shared
platforms like SharePoint to collaborate, as that would constitute a meeting under public body rules.
Because of this, email is the appropriate method for sharing drafts and input, even though it is less
efficient. The restrictions were noted as strict but necessary to avoid any compliance issues, largely
due to past enforcement concerns.

Mr. Binkley acknowledged the limitations with some humor and noted that, while cumbersome,
they are something members learn to work within over time. He then shifted back to project status,
mentioning he has not seen any recent updates from Amanda regarding scheduling and plans to
follow up with her. He added that the curriculum outline and most of the content are essentially
complete, with the primary remaining work being to gather examples, standardize visuals and
language, and finalize the presentation materials so the class can move forward.

6. New Business
Funded Information Technology Initiatives for FY2026 - Update

Mr. Varner provided an update on the current fiscal year’s IT initiatives, noting that major projects
funded in the budget are now underway. The network switch replacement and SD-WAN projects
have begun, starting with core infrastructure upgrades at key facilities, with broader deployment
across town sites scheduled next. Some of this work requires overnight efforts, which have already
occurred successfully, aside from a minor hardware issue that is being addressed. The SD-WAN
rollout is expected to ramp up in late May or June as equipment arrives.

He also highlighted the implementation of new enterprise management tools, specifically
ManageEngine Endpoint Central, which will modernize endpoint management, patching, and
vulnerability processes—many of which were previously manual. Staff have begun training and are
already seeing improved visibility across devices. This effort is part of a broader move toward a
more mature, enterprise-level IT environment.

In the coming weeks, the department will transition to ManageEngine ServiceDesk Plus, integrated
with Endpoint Central, to improve asset management, help desk operations, and enable automated
workflows such as onboarding and approvals, which are currently lacking.

Mr. Varner emphasized that the primary focus over the next one to two years is building a strong
foundational IT environment—putting in place the right tools, processes, and training. He stressed
the importance of developing staff into subject matter experts, reducing reliance on third-party
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vendors, and ensuring efficient use of taxpayer resources. Overall, he reported that projects are on
track, the team is performing well, and the department is progressing steadily toward goals like a
zero trust architecture.

7. Commissioner Comments
Mr. Binkley encouraged all commissioners to attend the upcoming Commission networking
event and emphasized the importance of RSVPing in advance rather than just showing up. He
highlighted the value of the event as an opportunity to connect with other commissions, share
expertise, and have meaningful conversations across different disciplines, noting that these
interactions are both engaging and beneficial for the Town.
He also mentioned he will be sending out a follow-up email with a template requesting input on
key accomplishments from the past year and potential areas of collaboration with other
commissions. He invited members to share what they are most proud of and identify
opportunities for synergy, stressing that this is a good chance to showcase the Technology
Commission’s work and build partnerships. Overall, he underscored the importance of
collaboration across commissions to better serve the community.
Mr. Binkley encouraged commissioners to pay closer attention to their Town email, noting that
it often includes invitations to free conferences. He highlighted one in particular focused on Al
governance, featuring a keynote from former national security leadership, and recommended
registering for it as a valuable learning opportunity—especially regarding the use of Al in
government.
He also pointed out the importance of subscribing to and reviewing MS-ISAC threat reports,
emphasizing that they provide useful, timely cybersecurity intelligence. He noted that access to
these resources is a key benefit of having a Town email account and can help commissioners
stay informed and apply relevant insights in their work.
Mr. Caldwell expressed appreciation for the staff’s thorough update and noted that it prompted
him to think about recent cybersecurity events, specifically the Axios/NPM supply chain breach.
He asked two key questions: first, to what extent the Town develops its own software versus
relying on commercially acquired solutions, and second, how that approach may relate to
potential cybersecurity risks similar to those seen in supply chain attacks. Overall, his comments
focused on understanding the Town’s software strategy and its implications for managing risk
associated with third-party dependencies.
Mr. Caldwell acknowledged the response and emphasized the insidious nature of supply chain
attacks, noting how dangerous they are because organizations may be unaware of hidden
dependencies on widely used components that can become compromised without their
knowledge.

8. Councilmember Comments:
Mr. Steinberg expressed appreciation for being back after recovering from back surgery and
apologized for missing recent meetings and outreach efforts. He noted that the Commission
continues to do good work and reminded members of the upcoming November election,
highlighting that three seats—including his own—are up for reelection. He emphasized the
importance of continuity but also encouraged awareness that there may be opportunities to fill
Commission seats depending on election outcomes. He pointed out that the Commission is well-
positioned to identify qualified Leesburg residents who may be interested in serving if vacancies
arise. He concluded by encouraging attendance at upcoming joint functions with Council and
Commission members, noting their value for engagement.
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9. IT Director Comments

Mr. Varner highlighted a recent cybersecurity alert regarding Iranian nation-state actors
targeting PLCs, which are critical to utilities operations. He noted that this information was
quickly shared with the Town’s utilities department to ensure awareness and vigilance, adding
that while their local utilities are in a strong position, many others across the country—and even
nearby localities—are not.He emphasized the importance of information sharing and regional
collaboration, explaining that the Town has been working with neighboring jurisdictions to help
improve their cybersecurity readiness, including planning and training, especially where
resources or IT capabilities are limited. He also stressed that sharing threat intelligence, such as
firewall activity and attack patterns, strengthens collective defense, reinforcing his view that
collaboration is key to addressing evolving cyber threats.

Mr. Varner explained that the Town does engage in limited in-house development, primarily
focused on creating dashboards and presentation layers using tools like Microsoft Power Bl and,
in a controlled manner, Al through Copilot. This work centers on aggregating existing, largely
public data—such as budget information—and providing department heads with easier,
consolidated access to information that is currently spread across multiple systems. He
emphasized that sensitive data, particularly PIl, is generally not involved, aside from minimal
personnel details like hire dates. Most core systems, including financials and billing, are handled
through enterprise-level, commercially procured solutions (such as Tyler Technologies Munis),
which include contractual protections like cybersecurity requirements and insurance.
Additionally, any in-house development must go through security review to ensure compliance
with standards such as NIST and ISO.

Mr. Varner highlighted how cybersecurity risks—such as concerns over surveillance cameras
and bans on certain foreign-made routers—have grown significantly and now consume a much
larger portion of IT operations than in the past. He emphasized that the increasing complexity
and constant evolution of threats have driven the need for dedicated roles like a full-time CISO,
though security oversight still requires a substantial share of his own time, around 25% each
week. He concluded by stressing the need for constant vigilance, noting that attackers only need
to succeed once to cause harm.

10. Adjourn 7:35PM Motion Jackson, 2" Caldwell, Motion Passes 5-0

Next Meeting, May 5, 2026.

This document was drafted with support from ChatGPT. All content was reviewed and fact-checked by
Town staff.”
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