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Technology and Communications Commission
February 3, 2026, 7:00 p.m.
Council Chamber, Town Hall
Agenda

e Call to Order
e Establish Quorum
e Pledge of Allegiance
e Approval of Minutes
e January 6, 2025, Meeting Minutes
e Old Business

e Public Outreach - Discussion
e New Business
e FY2027 Information Technology Budget — Update

e Commissioner Comments

e Council Member Comments

e Information Technology Director Comments

e Adjourn

If you require any type of reasonable accommodation as a result of a physical, sensory or mental
disability, to attend and/or participate in this meeting, please contact Scott Varner, Director of Information

Technology, 703-771-2708. Three days’ advance notice is requested.




Technology & Communications Commission
DRAFT MINUTES
January 6, 2026

Commission Members Present: John Binkley (Chair)
Richard Jackson, (Vice Chair)
Aaron Nadler
Amanda Smith
Matthew Spurgeon
Michael Caldwell

Commission Member Absent:  Chris Grandjean
Council Liaison Absent: Neil Steinberg

Staff Present: Owen Snyder
Scott Varner
John Callahan

1. Callto Order 7:01PM

2. Establish Quorum
Quorum present.
3. Pledge of Allegiance

4. Approval of December 2, 2025, Minutes
Motion to approve Minutes Jackson, 2" Nadler Motion Passes 5-0.

5. Election of Officers
Chair — Richard Jackson Nominated John Binkley for Chair, 2" by Spurgeon
Binkley Elected to Chair 5-0-1 Binkley Abstaining
Vice Chair —John Binkley Nominated Richard Jackson Vice Chair, 2" by Smith
Jackson Elected to Chair 6-0

6. Old Business
2026 Meeting Calendar
Jackson Motion: | make the motion that we approve the calendar.
Utilizing the optional dates of the 13th of October and the 4th of November.
Noting that the 4th is a virtual meeting, so move.
2" Spurgeon Motion Passes 6-0

Public Outreach

Ms. Smith explained that the Commission agreed to expand public education on technology,
starting with basic cybersecurity topics such as phishing and ways to avoid being hacked.
The initial focus will be on older residents, with the first public session scheduled for January
20 in the evening at Ida Lee, open to all community members. The goal is to educate the
community using a flexible format—Ilikely a 20—30 minute presentation followed by Q& A—
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recognizing this is a pilot effort that may be adjusted based on participation and feedback.
She noted future topics may include safe use of Al, especially for younger audiences, and
more interactive sessions. A shared OneNote will track potential topics, and community
input is welcome. Overall, the initiative is intended to bring the Commission’s collective
technology knowledge to the public in a more accessible, community-facing way.

Mr. Jackson suggested sharing with Mike that the Commission previously received a
presentation from Loudoun County Public Schools and that some of the ideas or topics from
that presentation could be useful to consider for future efforts.

Ms. Smith described prior outreach with Loudoun County curriculum leaders through a
STEM camp, highlighting opportunities to engage local high school students—such as those
in the Computer Honor Society at Heritage High School—in technology education efforts.
She noted strong student interest in activities like hackathons or data-focused events and
suggested leveraging youth to help educate other youth, as peer-to-peer engagement can
be especially effective. While future ideas include initiatives like a “town genius bar” staffed
by student volunteers earning community service hours, the immediate focus for the
January 20 session remains cybersecurity education for an older audience. She added that
outreach efforts are underway, including invitations to the Senior Center and local
retirement communities, and expressed confidence in achieving a solid turnout.

Mr. Varner noted that the Town now has a mobile studio from the recent AV project that
could be used to broadcast events live to the Town’s YouTube channel. He raised the need
to consider legal requirements, particularly consent or waivers when children are involved,
suggesting legal review would be necessary. He recommended gaining experience with the
format first before pursuing a more polished broadcast approach. He also emphasized that
the mobile studio provides flexibility, allowing the Town to take programming to different
venues as long as the equipment is properly set up.

Mr. Binkley suggested gathering some initial data and experience before introducing
cameras, noting that having a camera in the room can change audience behavior, especially
for older participants. He expressed concern that being on camera may inhibit people from
asking questions openly and reduce interactivity. For the first session, he implied it may be
better to avoid recording in order to build trust and encourage audience participation.

Mr. Varner discussed the Town’s broadcasting capabilities and partnerships, explaining that
events can be live streamed, typically with a recording created at the same time. He
referenced recent upgrades to the Council Chamber and mobile capabilities that allow
meetings to be broadcast live when Council is held at alternate locations, such as Ida Lee.
Currently, meetings are streamed live to YouTube and then uploaded to Granicus for public
access afterward. He also noted future phases could expand remote broadcasting to
platforms like Verizon and Comcast, emphasizing that while current capabilities are strong,
there is potential to do more.

Mr. Caldwell expressed strong support for the public outreach initiative, particularly efforts
focused on seniors. He shared a personal example from his experience starting a project
with his high school computer club, which successfully engaged students by teaching seniors
how to use new technology such as Gmail. He suggested this model as a positive and
effective approach for the current effort.

Mr. Binkley shared that he taught his high school’s computer science class when he was a
senior, noting that the instruction was in the Pascal programming language.

Mr. Jackson reflected on his early technology experience, recalling work that involved
keypunching and processing IBM punch cards in batch runs, highlighting how far technology
has evolved over time.
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Mr. Jackson suggested exploring whether local schools still hold career or occupation days,
noting his family’s background in education. He proposed that Commission members could
participate by speaking to students about technology as a potential career path,
emphasizing that it is a timely and in-demand field.

Ms. Smith indicated that she participated at an elementary school in a career day.

Mr. Varner shared that in Frederick County, the Economic Development Authority organizes
a program called “The World Works,” where middle school students are exposed to local
industries. He suggested a similar approach could involve showing students the IT and GIS
sides of local government, both as an educational opportunity and as a way to encourage
interest in future government careers.

Mr. Jackson remarked that there is currently insufficient outreach to younger students. He
reflected on the impact of engaging with 4th and 5th graders through programs like ACPA,
where students can follow professionals such as police officers or firefighters, emphasizing
how meaningful and memorable such early exposure to careers can be.

Mr. Binkley outlined key topics for the upcoming session, including how to protect phones
from hackers, recognize and avoid phishing and tech support scams, and remove personal
information before disposing of devices. He emphasized creating practical, step-by-step
guidance for participants and providing handouts with links to resources from the FTC and
the National Cyber Security Alliance. He also suggested including QR codes with Apple and
Android instructions so attendees can easily follow along and take the information home.
Ms. Smith noted that the targeted age group for the session—seniors—is highly receptive to
the material. She mentioned that she has existing slides on avoiding phishing scams
designed for children, which could be adapted, as the messaging is similar and applicable to
this demographic.

Mr. Binkley said he has prepared the content for the session and can easily incorporate it
into slides. He welcomed feedback and noted a technical issue with uploading the files to
the shared OneNote, as they currently save to his local storage instead of the Town’s cloud,
but he plans to resolve it.

Mr. Caldwell asked about the frequency of these events.

Ms. Smith explained that future session dates have not been set yet because they want to
assess attendance at the first session. If turnout is high, it could indicate strong community
interest; if low, they might consider holding sessions quarterly. The goal is to use initial
participation as a guide for scheduling future events.

Ms. Smith suggested holding the sessions once a quarter initially, with the possibility of
adding more informal “tech support genius bar” events to keep the topic visible. She noted
the format could be adapted for other audiences with minor content adjustments, including
younger participants during the summer. She also raised the need to confirm which
commissioners are comfortable delivering training and reminded that no more than two
commissioners can participate in the same session at once to comply with meeting rules.
Mr. Callahan noted that he would be posting a notice of public gathering for the Ida Lee
event on the 20™.

Mr. Caldwell emphasized that for public outreach, it’s important to understand the
channels being used to promote the sessions, such as standard advertising, and asked
whether methods like those used in Loudoun County are being considered.

Mr. Varner explained that the outreach will use established channels, including the Town’s
communications team, press releases, Loudoun Now, and local publications like the
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Loudoun Times. He also mentioned “Leesburg Live” as a possible channel, though the plans
for that still need to be confirmed.

Ms. Smith reported that the PIO office confirmed they can create a social media post and
news release for the session. They are also willing to host a registration page on the Town'’s
website but need to coordinate with Scott and John for details and will be reaching out to
John soon.

Mr. Caldwell raised a question about how events at Ida Lee are advertised and tracked,
particularly on the website and other digital platforms. He suggested using technological
tools to gather feedback or measure interest in order to better gauge attendance and plan
appropriately, rather than relying on guesswork or comparing to unrelated events like
pickleball.

Ms. Smith acknowledged that for this first session they are “flying in the dark” regarding
attendance but agreed that gathering better data on engagement in the future would be
helpful. She suggested working with Kara and Leah to use social media and other tools to
gauge interest and participation levels for upcoming events.

Mr. Varner explained that the PIO office has several skilled staff, including the Town’s
webmaster, who operates under a different division—not IT—but coordination with them is
possible. He noted that while content management falls under an assistant town manager,
the IT department still maintains oversight of the technology they use.

Mr. Caldwell suggested exploring improvements to the Town’s website and app, noting that
the app currently functions mainly as a portal to the website and could be enhanced for a
better user experience.

Mr. Binkley emphasized that while the Commission can discuss ideas internally, any request
that requires Town staff to take action or adjust their work must be formally coordinated
through the proper channels.

Mr. Varner provided an update on the new Town webmaster, Andre Medina, noting he is
working closely with department content creators. His current focus is on meeting new ADA
compliance requirements, reviewing documents, and ensuring accessibility. Varner
highlighted Medina’s strong design skills and experience in video editing, noting potential
for improving website design and video content within the Granicus-hosted environment.
He emphasized that having knowledgeable staff like Medina helps implement ideas
effectively

Mr. Binkley expressed pride in the Commission’s strong, collaborative relationship with
Town staff and Council, noting that the Commission understands its advisory role and does
not overburden staff. He contrasted this with other commissions that have struggled with
staff coordination. He encouraged members to explore areas of interest—like social media
or security briefings—and noted that staff are generally receptive to providing briefings and
sharing information, giving members the opportunity to learn and engage.

Ms. Smith suggested that members could each handle one or two sections of a project, or
someone could complete the entire thing, and she would step in at the end. She implied
flexibility in dividing the work and offered to take a final role using the provided template.
Mr. Binkley said he will draft at least the first section and then share it with others for
review before building out the full project. He suggested creating an informal style guide to
ensure consistency once the initial draft is approved.
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7. New Business
FY2027 Information Technology Budget

Mr. Varner provided an overview of IT department needs and budget requests for the upcoming
2026-27 fiscal year. He highlighted prior accomplishments, including the addition of a CISO
position and network upgrades, and noted that current efforts are addressing network and
Windows systems administration gaps. He emphasized the need for additional expertise in
server and virtual environment management, as well as more frequent penetration testing—
ideally annually, alternating between internal and third-party assessments—to maintain strong
cybersecurity practices.

Varner also discussed operational improvements, such as integrating government-issued phones
and messaging into the M365 environment for more efficient e-discovery and FOIA compliance.
He noted ongoing developer work with Power Automate and Al using publicly available data.
Overall, he framed these enhancements as critical to maintaining and improving the
department’s capabilities, highlighted the support of the Town Manager and Council, and
expressed confidence that the requests would be favorably received despite budget constraints.
Mr. Varner outlined the IT department’s key needs and budget requests for 2026-27,
emphasizing cybersecurity, staff expertise, and operational improvements. He highlighted prior
achievements like the CISO hire and network upgrades, stressed the need for virtual
environment management skills and annual penetration testing, and described integrating
government-issued phones into M365 for better e-discovery and FOIA compliance. He also
noted ongoing developer work with Power Automate and Al. Overall, he presented these
enhancements as essential, supported by the Town Manager and Council, and expressed
confidence in their approval despite budget constraints.

Mr. Binkley asked if the Commission could give endorsement.

Mr. Varner noted that the Commission can provide endorsements for IT initiatives if they
choose. He highlighted four key initiatives for the coming year and confirmed that the Town
Manager will present the budget to Council on February 10th.

Mr Binkley made a motion The Technology and Communications Commission unanimously
supports the requested IT budget enhancements as proposed by the town's IT

department. Having reviewed the enhancements, we would like to emphasize the extreme
importance of end point management and 3rd party penetration testing. While we fully
understand how tight budgets are, we hope the Town Council will continue to invest in IT as a
mission critical enabler of almost all town services.

2" Cadwell, Motion passes to support the IT Budget 6-0.

Mr. Caldwell expressed interest in the penetration testing report mentioned earlier and
indicated he would like to review it

Mr. Varner explained that penetration test (pen test) results are always reviewed in closed
session, including with the Commission, to ensure findings are properly understood. He
reported that the last pen test was excellent and reinforced prior observations, particularly
regarding the network and Windows environment. He also discussed upcoming staffing
changes: the current senior network engineer is retiring, and the position will be reclassified as a
network administrator, with overlap planned between the outgoing and incoming staff to
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ensure knowledge transfer. Varner emphasized the critical importance of a strong network for
all IT operations and noted that with the right team in place, service delivery and overall IT
performance will continue to improve.

Mr. Spurgeon, as a network engineer, agreed with Mr. Varner, emphasizing that a strong
network is essential since all IT operations depend on it.

Mr. Varner shared that, coming from a development background, he understands that even the
best software depends on a reliable network. He confirmed that the Town’s network has strong
infrastructure and highlighted changes in the network upgrade project, including bringing
firewalls in-house instead of using Red River, which raised concerns. He praised the expertise of
the Town’s Cisco engineer and said these updates will result in a more secure network
environment by the end of the fiscal year.

Ms. Smith asked who the Town replaced Red River with.

Mr. Varner noted that the Town uses DSl (also known as DISYS), a vendor he has successfully
worked with at previous localities. He emphasized that he is very selective with engineers,
handpicking those he works with to ensure high-quality expertise, particularly in the Cisco
environment.

Ms. Smith noted that she closely follows the national cybersecurity strategy, which is expected
soon, along with related grants that localities may be able to access. She offered to assist the
Commission or IT team in tracking and leveraging these opportunities.

Ms. Smith mentioned that the upcoming national cybersecurity strategy is expected to include a
specific focus on localities, potentially shifting more cybersecurity responsibility and resources
to local governments. She noted it will be interesting to see how this develops.

Mr. Varner expressed hope that funding for CISA will be restored, noting that the agency had
made strong progress and momentum before experiencing setbacks. He emphasized the
importance of continued support for federal cybersecurity efforts.

Mr. Caldwell noted that Congress has recently reinvested funding into NIST.

Mr. Varner noted that the National Cybersecurity Review (NCSR) is coming up, with work
beginning in January and submission due in February. He mentioned that the IT security officer
will take the lead this time, though he remains involved, and he praised the department’s past
performance on this initiative.

Mr. Binkley suggested providing a brief, 10-minute overview of the national cybersecurity
strategy once it is released.

Ms. Smith expressed enthusiasm for reviewing the upcoming national cybersecurity strategy,
noting it is expected to be comprehensive with new and interesting initiatives. She highlighted
that cybersecurity is regaining prominence alongside Al and data, emphasizing that strong cyber
practices are essential for everything else to function effectively.

8. Commissioner Comments:
Mr. Jackson welcomed Mike Caldwell to the Commission, noting that the process took some
time from when Caldwell first expressed interest in serving the Town.
Ms. Smith wished everyone a Happy New Year and commended the IT department for their
excellent work last year. She specifically praised their thoughtful, collaborative, and balanced
approach to Al—open-minded yet with appropriate safeguards—highlighting that it sets a
positive example many agencies have missed. She expressed pride as a citizen in the
department’s accomplishments.
Mr. Nadler welcomed Mr. Caldwell to the Commission and wished everyone a happy new year.
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Mr. Caldwell expressed enthusiasm about joining the Commission, noting that he hopes to learn
a lot and contribute wherever he can, acknowledging that this is his first experience on a
commission like this.

Mr. Spurgeon wished everyone a Happy New Year and expressed enthusiasm about continuing
work in the new year.

Mr. Binkley welcomed Mr. Caldwell, expressed enthusiasm about having a full Commission, and
looked forward to working together. He also hoped everyone had a nice break.

9. Councilmember Comments: None

10. IT Director Comments:
Mr. Varner explained to the new member that staff’s role is to support the Commission’s
mission, keep them informed on operational matters, and provide input on policy discussions.
He noted that the new member is already contributing, citing that evening’s meeting as an
example.

11. Adjourn 8:09 PM Motion to adjourn Jackson, 2" Caldwell, Motion Passes 6-0
Next Meeting, February 3, 2026.

This document was drafted with support from ChatGPT. All content was reviewed and fact-checked by
Town staff.”
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